IIpaBuia cepsuca / Iloab30Baresnbckoe corjialeHune

1. O0uIne MoJ10KeHU A

1.1. Hacrosiiee nosib3oBatenbckoe coriaimieHue (ainee — «CornamieHruey) peryiupyer
MOPATIOK U yciioBus ucnoibszoBanus cepprca NOX (nanee — «CepBuc»), BKiIto4as BeO-
caiT, Tenerpam-00T (nanee — «boty), MoOuIbHOE pHIIoKeHHUE (nanee — «lIpumoskeHue»)
1 BCE COIYTCTBYIOILIUE MPOAYKTHI U YCIYTH.

1.2. Ucnonb3ysa CepBuc, Bbl TOATBEPIKAAETE, YTO 03HAKOMIICHBI C YCIIOBUSIMU HACTOAIIETO
Cornanienus, mOHUMaeTe UX U 6E30rOBOPOYHO MPUHUMAETE.

1.3. Ecnu BBl HE COTJIaCHBI ¢ KAKUMH-TTMOO0 1oJ1okeHusiMu CoraneHus — HEMEIJIEHHO
MIpEeKpaTuTe ucnoib3oBanue Ceppuca.

1.4. Hacrosimee Corunamienue siBisieTcst myonnaHon oepToil B COOTBETCTBUU C
TPaXTaHCKUM 3aKOHOATEIIECTBOM.

2. Onucanme ycjayr

2.1. CepBuC NpeaoCTaBISIET NOCTYM K HH(OPMAITUH O JIFOJIIX, TPAHCIIOPTHBIX CPENICTBAX,

OpraHu3alMIX U IPYTUX 00BEKTaX, MOTYYEHHON U3 OTKPBITHIX HCTOYHHUKOB.

2.2. Uudopmarus peaoCcTaBiIseTcs UCKITIOYUTENHHO B 03HAKOMUTEIBHBIX U aHATUTHYECKUX
LEJIsX.

2.3. CepBuC HE ABIISIETCS ONEPATOPOM MEPCOHATIBHBIX TAHHBIX B IOHUMAaHUM JIEUCTBYIOIIETO
3aKOHO/IaTENbCTBA, & OCYLIECTBIISET arperayuio U CTPYKTYpUPOBaHUE JAHHBIX U3 Pa3IUYHBIX
HMCTOYHHUKOB.

2.4. M1 He rapaHTUpyeM abCOIOTHYIO TOYHOCTD, TOJTHOTY WK aKTyalbHOCTh CBEJICHUN U
HE HECEM OTBETCTBEHHOCTH 3a UX BO3MOKHOE UCKAKEHUE UJIN YCTapEBAHUE.

2.5. CepBuC HE NMPEAOCTABIISACT OPUANYECKIE, PUHAHCOBBIC WM WHBIE KOHCYJIbTAIlMOHHBIE

YCIIyTH.

3. [Moan3oBaTeabCKHuE TAHHBLIE

3.1. Ilpu ucnonp3oBanuu CepBuca Bbl MOKETE ITPEAOCTABIIATH ONIPEIEIICHHbIE
NepcoHaNbHbIE TaHHbIe (KOHTaKTHas HHpopMmaus, Jjorul, ID u ap.).

3.2. MeI 06s13yemcst 00pabaThIBaTh Ballli JAHHBIE B COOTBETCTBUM C TTOJTUTHKON
KOH(UIEHIIMATIbHOCTH U IPUMEHHUMBIM 3aKOHOJATEIbCTBOM.

3.3. [lonp30BaTenp HECET OTBETCTBEHHOCTH 3@ JJOCTOBEPHOCTD U aKTyaJIbHOCTh
IIPEIOCTABIIAEMBIX JAHHbIX.

3.4. AnMuHUCTpaLUs MOKET BPEMEHHO OIpaHNYMBAaTh WM IPUOCTAHABINBATE JOCTYII
MIOJIb30BATENIs B LIENAX 0€30MacCHOCTH, MPOBEPKH MOI03PUTENbHBIX ACHCTBHNA WIIN
COOJIIOICHHS 3aKOHOJATEIbCTBA.



4. OrpaHuYeHue OTBETCTBEHHOCTH

4.1. CepBHC MPEAOCTABISIETCS «KaK €CTh) (as is), 0€3 KaKux-JI100 rapaHTUH.

4.2. AnMuHHCTpanus He HECET OTBETCTBEHHOCTH 3a MPSMBIC UITU KOCBEHHBIE YOBITKH,
MTOHECEHHBIE MOJIL30BATEIIEM B PE3YJIbTATE MCIIOIb30BAHMSI MIIH HEBO3MOKHOCTH
ucnoib3oBanus CepBuca.

4.3. MbI He rapaHTHpyeM OecriepeOoiHyI0 padoTy, OTCYTCTBUE OMIMOOK MITH MTOCTOSIHHYIO
noctynHocth CepBuca.

4.4. Ilonmp30BaTeNh CAMOCTOSTEIILHO HECET OTBETCTBEHHOCTH 32 ITOCIICACTBHUS
WCIIOJIb30BAHUS MTOJIyYeHHOW HH(DOpMAIIHK, BKITFOYas BO3MOYKHBIC FOPUINICCKHE,
penyTalMoHHbIE ¥ (PHHAHCOBBIC PHCKHU.

5. IlpaBuiia UCNOJIL30BAHUSA
5.1. 3anpemaercs ucnosb3oBarb CepBUC IS

® 1t00BIX JICWCTBHI, HAPYIIAOIINX 3aKOHOIATEILCTBO;

[ ] HOJ'IyLIeHI/ISI, paCHpOCTpaHeHI/ISI HJIN UCITIO0JIb30BaAHUA HepCOHaJ'II)HI)IX JTAaHHBIX TpeTBI/IX
JIAI| 0e3 UX COTrIacus;

® TIPOBCACHHA IIOMCKOB B HHTCPECAX MOIICHHUYCCKHUX, IIPECCTYNHBIX WX HHBIX
HCIIPAaBOMCPHBIX ueneﬁ;

® TUCKpCIUTAlMH, IIAaHTaXa, YyIrpo3 WA TPaBJIXA TPCThUX JINII.

5.2. 3ampernieHo ar000e BMEMIaTeIbCTBO B paboTy CepBrca: B3JIOM, Mo UKaLUS KO/a,
TECTUPOBaHUE YA3BUMOCTEN, UCTIOIb30BaHuE HeopumanbHbX APl 1 aBTOMaTu3npoOBaHHBIX
CKPUIITOB 0€3 COTJIacHsi aMUHUCTPALIH.

5.3. [Ipu oOHapykeHUHU OMIMOOK WU YA3BUMOCTEH, MOJIB30BaTENb 00513aH HE3aMeITUTENEHO

coo0wmMTH 00 A3TOM Ha Support@nox.info.
5.4. AnMuHUCTpanMs UMeeT MPaBo MPHUOCTAHABIMBATH PA0OTY OTACIBHBIX (YHKIUH UK

YUETHBIX 3aruceit 6e3 npeABapuTEeIbHOIO YBEIOMIICHUS MIPH MOJ03PEHUH HA
3JI0yTIOTPEOICHHUS.

5.5. AnmuHUCTpanms 00s3yeTcs BHITIIATUTH ACHE)KHOE BO3ZHATPAXKICHHE 3a HalJICHHBIC
YSI3BUMOCTH M OIIMOKH B paMKax MOJMUTHKY “‘bug bounty”, mongpobnee
https://nox.info/documents/bug_bounty rules.pdf.
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6. OcHoBaHuUA 1151 OJIOKMPOBKH aKKAayHTAa

6.1. Yrpo3bl, maHTax, OCKOPOJIEHUS WK AUCKPEIUTALMS aIMUHUCTPAIUH.

6.2. Mcnionb3oBanue nHpOpMAIMK CEPBUCA B TPOTHUBOIIPABHBIX IEIISX.

6.3. Hapymenue crabunbHocT paboTsl CepBrca WK NOMBITKA 00X0/1a TEXHUYECKUX
OTpaHUYCHUH.

6.4. IlpoBenenue ayauta 6€30MacHOCTH O€3 COTTIACOBAHUS.

6.5. MHOrOKpaTHbIe O0palIeHHs O CKPHITUU COOCTBEHHBIX JIAHHBIX.

6.6. Iloxy4eHue BHITOABI 32 CYET HKCILTyaTallMK 0aroB UM OMNOOK CUCTEMBI.

6.7. MOIIEHHUYECTBO C MOATBEPKACHUAMU OIUIaT ((PpajabIIuBbIe YEKH U T.II.).

6.8. nunuupoBaHue 3arpocoB OT TOCOPTaHOB B OTHOIIICHUH TOJIh30BATEIECH WK
aJIMMHUCTpALIH.

6.9. Hapymenue ycioBuii pedepanbHON TPOrpaMMBL.

6.10. Perucrtpanusi HECKOJIbKUX aKKayHTOB JJIsi 00X0/1a OTPaHUYEHHUH UITU TTOTYYCHHUS
MIPEUMYIIIECTB.

/. IlapTHepcKkasi nporpaMmma

7.1. 3ampeniaercsi perucTpanus 1 HCIOJIb30BaHNE COOCTBEHHBIX MM CBS3aHHBIX aKKAYHTOB C
LENbIO0 TIOJyYEHHS BO3HArpaXkICHUM.

7.2. AIMUHUCTpalMs UMEET MPaBO aHHYJIMPOBATh BO3HATPAXKAECHUS, €ClU OyeT
YCTaHOBJICHO, YTO aKKayHTbI B3aMMOCBsI3aHbl (oanHakoBbIe I[P, ycTpoiicTBa, moBeneHue,
IUTaTEXHbIE JAHHBIE).

7.3. YcnoBus BBIBO/IA CPEJICTB ONPEAEISAIOTCS YPOBHEM aKTUBHOCTH MPUTIIAIIEHHBIX
II0JIb30BATEIEH.

[Ipu cymme BriBoza 10 50.000 pyOsieit - criucok NpUIriIalieHHbIX JIMI JOJKEH COCTaBISATh OT

15 mosp30Baresneil, mpu 3ToM, KaXkAablii MOJIb30BATEIb IOJKEH CAEIaTh 3a1poc;

ITpu cymme BoiBozia oT 50.000 10 100.000 py6uieii - cHUCOK MPUTIIAIIEHHBIX JIUIL JJOJKEH
cocTaBiATh OT 30 MOJIB30BATENEN, IPU ITOM, KaXk bl M0JIb30BATENb JODKEH CAEIATh
3a1poc;

ITpu cymme BriBoza ot 100.000 10 250.000 py6reit - ciucok MpUTIaleHHbIX UL T0JKEH

COCTaBJIATH OT 70 MOJIB30BaTENEH, TPU ITOM, KaK/IbIH MOIB30BaTENb JOJKEH CIEIaTh
3arpoc;

[Tpu cymme BeiBoma ot 250 000 1o 500 000 pyOmeit - CHUCOK MPHUTIAIICHHBIX JIHI] IOJKESH
cocTaByATh OT 100 moyib30BaTeNen, Mpyu 3TOM, KaXblil TOJIb30BATENb JOJIKEH CIETATh
3a1poc;

ITpu cymme BriBoza ot 500 000 1o 1 000 000 py6eit - cMCcoK MpUTaIeHHBIX JHIL JOJKEH
cocTaBiATh OT 150 nosnb3oBareneil, pu 3TOM, Ka)kJIbli I10JIb30BATENb JOJKEH CIEIaTh
3a1poc;

[Tpu cymme BbiBoga 0T 1 000 000 - ciMcok MpUrialIeHHbIX JUI JOJKEH COCTaBIATh OT 200
MI0JIb30BAaTENeH, IPHU 3TOM, KaXKIbIH MOJIB30BaTENb JOJIKEH CIENaTh 3a1poc.

JIMMUTBI YIUTBIBAIOTCS Ha 00IIMiA OajaHC BbIBOA pedepaibHBIX CPEACTB WIIH HA



pedepasibHblii 6anaHc, BBIIOJHEHHbIN 32 KajleHJapHbli Mecall. JpobieHue cymM ais o6xona
IIPABUII - 3AIPELICHO.

7.4. Ucrionb30BaHUE aHTHIETEKT-Opay3epoB UM IPYTUX CPEICTB MACKUPOBKHU MOKET
MPUBECTH K OJIOKMPOBKE aKKayHTa M aHHYJIMPOBAHUIO OOHYCOB.

7.5. AIMUHUCTpAIMs OCTaBIISIET 32 COOOM MPaBO M3MEHATH WM MPEKpaIaTh 1eHCTBHE
IIpOrpaMMsbl 0€3 MPEeIBAPUTENBHOIO YBEIOMIICHHUS.

8. U3meHeHus1 M yBeIOMJIEHUsI

8.1. AnMuHHCTpanus BrpaBe U3MEHTh yciaoBus Cornamenus, Tapudsl, CTPYKTYpy CepBHCa
WIH OTJENIbHBIE (YHKIUH B JTI000E BpeMsl.

8.2. I3MeHeHus BCTYNaloT B CUITy ¢ MOMEHTa IIyOIMKaui HOBOH peaKiiy Ha caiTe.

8.3. [Iponomxkenue ncnonb3oBanus CepBrca 03HAYACT COTIIACHE ¢ OOHOBIEHHBIMU
YCIIOBUSIMH.

9. Pa3pemienue cnopoB

9.1. Bce criopbl 1 pa3HOTIacHsl pemaloTcs MyTeM IepEeroBOpoB ¢ aIMUHUCTPALIUEH.

10. I'apanTHiiHBIE CJIyYal U BO3BPAT CPeICTB

10.1. TTonp30BaTENIb UMEET MPABO 3AIIPOCUTHL BO3BPAT CpecTB Ha Oananc CepBuca, eciiv
HOJ'Iy‘IGHHI)II\/JI OTYCT HC COACPKUT JaHHBIX HU U3 OJHOI'O UCTOYHUKA U CIIMCAHHUEC ITPOU3OILIO
OLIMO0YHO.

10.2. Bo3BpaT cpeACTB OCYLIECTBIISIETCA TOJIBKO MOCIE MPOBEPKH 3aIpoca aIMUHUCTpALIUEH.
10.3. Bo3Bpar BO3MOXEH UCKITIOUHATEIHEHO B BUE 3aYMCICHUS CyMMBI HA BHYTPEHHHHA
OayaHC MOJIb30BATENS, €CIIM HHOE HE MPEyCMOTPEHO PEIIeHUEM aIMUHHUCTPALIUH.

11. KonrakTHas uHdopmanus

ITo Bcem Bompocam, CBSI3aHHBIM C UCIOIb30BaHueM CepBrca, oOpariaiitech Ha
support@nox.info wiu B 4aT moaAEePKKHU (U1 3TOr0 HY)KHO aBTOpu30BaThes B CepBuce).
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